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Executive Summary
The Legal and Regulatory Compliance Requirements for Health Coverage Associates Executives 
[bookmark: _GoBack]As one of the most regulated industries in the United States, healthcare compliance is a growing field, which s designed to ensure that health officials adhere to government regulations and set privacy standards to promote quality patient care, eliminate fraud, protect staff, and protect patient information. The Health Insurance Portability and Accountability Act (HIPAA) was passed in 1996 and implemented in 2003. This Act mandates industry-wide standards and protection and private handling of patient health information (PHI) (CDC, 2018). The Act protects healthcare plans, health care providers, and health care clearing houses. HIPAA was implemented to protect PHI, which is any individually identifiable information, transmitted or held by a covered entity or a business associate in any form or media. The rule excludes employment records, education, and information included in the Family Educational Rights and Privacy Act (Department of Health and Human Services, n.d). 
HIPAA requirements for securing FISMA focuses on protecting sensitive data. The requirements are planning for security, risk assessment of systems and information to ensure that there is highest level of security, ensure appropriate officials are assigned relevant security responsibilities, authorize system processing before and after operations, and regularly review security controls and systems (Trout, 2020). To meet the requests of Health Coverage Associates, HIPAA requires that individuals provide safeguards to PHI. Services like billing, utilization review, data analysis and processing are performed by associates and limited to legal consulting, actuarial, and data aggregation services (Department of Health and Human Services, n.d). Limiting access to authorized personnel will ensure that unauthorized access to PHI is limited. 
CIS Controls and the Corresponding NIST Controls
CIS controls can be used to address the attacks faced by Health Coverage Associates. Issues faced by the company are a malware attack, sending emails to wrong recipients, and an unauthorized access to client accounts. CIS controls that can address these issues are outlined below (HIPAA For MSPs, n.d). 
1. Continuous vulnerability management
2. Controlled use of administrative privileges
3. Maintenance, monitoring, and analysis of audit logs
4. Email and web browser protections
5. Malware defenses
6. Boundary defense 
7. Data protection
8. Controlled access based on the need to know
9. Account monitoring and control 
10. Application software security 
The corresponding NIST controls are listed below. 
1. Identify asset management 
2. Identify governance practices 
3. Identify risk assessment measures 
4. Maintaining protections routinely 
5. Maintaining ongoing detection protocols 
6. Protecting sensitive information 
7. Ensuing data security protocols 
8. Protecting access with identification 
9. Monitoring systems continuously 
10. Managing protective technologies 
Security Management Plan
The company will need to ensure that technical, physical, and administrative safeguards are addressed. The company should implement a policy to control positioning and the use of workstations. This policy will ensure that unauthorized access to PHI is restricted. A policy to address the access of PHI from mobile devices. This policy will ensure that the data is protected even when the patient is discharged. A policy to restrict third-party access should be implemented to ensure that client accounts and systems are not breached. A risk management policy should be implemented to ensure that all employees act in accordance with HIPAA regulations. 
From a management perspective, Health Coverage Associates should conduct risk assessments to identify all PHI and probabilities of a breach. Another thing that the company should focus on is employee training on how to be secure. Training programs are important because they will help employees identify vulnerabilities, malicious attacks, malware, and mistakes like sending emails to unauthorized users. The management team should have a contingency plan, which can be used to test whether the system can operate under uncertainties. Testing of backups is necessary to ensure that PHI can be recovered. Reporting security incidents is required to ensure that any incidents can be contained to avoid security breaches. Another thing that should be included in the plan of action is establishing automatic log-off in authorized PCs, desktops, and mobile devices. Using this approach will ensure that the authorized person is automatically logged off after a certain period. Automatic log-offs will ensure that PHI is protected from unauthorized access. An introduction of login activity controls is also necessary to ensure that all attempted logins into the system are recorded. This measure will be used to identify unauthorized access automatically, thus logging off and preventing access. This function will only allow authorized access, thus guaranteeing protection of PHI. Implementing these policies and measures will help Health Coverage Associates restrict unauthorized access to client accounts, identify malicious software and protect malware attacks, and protect email and company website. 
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